KE<RNELiOS

SIMULATING CYBER THREATS

“72"0 N1an nw'Nn" onn7'o
nfr-,"q;.j’l’:lnn'? INIX 0"1DNY NIYINN

‘//,/ )
f// g
¢ &
2

6:%£ 'x \ ~
NG\ — 20
: AR P W ' \\ >’ d //.

EE G 8 i N %
A T\
e

e ST

CHCSS

Certified Hands-on Cyber
Security Specialist (330)+ Linux LPI (120) Ver. 4.4

SYLLABUS 2023



ONI7N 1IN

m7? Tvimn 0'0a NnNM2 'uPID 1Mo Oy
72"0l1 YN NNLAX D71V7 010'N7 wpanw

MP 'Y YXAT "MIyny mY 'o17'n? Ik
7¢ 2N [1an% 1dwn' 01Ipa D'VITIVON
720N D71YyNn N9'PNI N1AN NIV'Y |, D'RYI
D'7> OYI NIFTINY NITAYN2 iNN- 1722001
SNMRN D712 UNNNY A DX DTN
[ 7 noviwn NTIAW? D'WNTN DY)

.MNYNN NNVAXN 071V2 N2'"0N

201N NN 7XIWI D'7'2mn 120N fNnim T 2V NN AT CTINY ANWON 0Ny
202 NIANA 'wyn YT NN 7V 21 wAaT 0Y ,NTYWYNA D'YWITIN D'RYI 1NN
NI9'PN Mmonn N7 'TIN"N 720N 1IV7IN'0 NIYXAXA DA D'727NN D'VITIVON

JNIYN NIDPNNN 1191 NIMIIANN 727N7 NNLVN2 NRTI NNIY 1270
7V D"wyn 0'221 NIMIR'M 7¢ 2N [1an7 VITIVON NX IYNY7 X' ONIPN NLN
"0N N'WYNA NN7¥NA 2A7Nwn? 01TIVOY TWOX'Y AN VT NANN 1IX'™Y? NIn
9012 1TV NIND D'T'N7N7 N NIY'Y DA 7'Dn 0N

Q‘*‘ @*Q w“Q@

Kali oy N7y
niv'pPn ,Linux
N9 ,JNNMUN

,NIN'0"79N
Web NNLAX

NNLVIAX ,NI'¥P'79KI
NNLIX ,N¥ NIINN
NIN' ,NIAX NYN
"MXI*TI'OVO D'¥Af

: o'minn 4-7 p'271inn wixpna oipn

DY NRPNN
,NTIAY NNl
nvN 21nn

Active Dy NIAX
71N Directory
NINNI D'YNNYUN

NINYIN I\,
,0"a,0'Nap
TIV'NI [IONX

MIYpNn? - NIan
7 9Tn) Dam
2TIn ,NIDWN

nNTan  TCP/IP)
,0'anl D'ANN
VLo 2In1

II7I|7IUI'1E) ,'ARI'TI
Nidwa My
RATRILI I

n'wyn  Nvon
nmonon? NNl
pyon nNMIx7N
LPI nnan

Linux-n N>yna

Certified Hands-on Cyber Security Specialist — Linux + Cyber | 2




01N N1an

(ni'xnTpX Niyw 120) puxa 27n

oj712'7 MdNON Mypnn Navon D77 NN
(010-160) LPI Linux Essentials

NIRNTER Nvw 120 2w k2 nnf 0t 70
(ni'sxnTpx niyw 330) v 77n

NIDNON NN 'Yyn 12"0 N1aN DY' 0Ny
AR NI ormge v

NnIRnTER Nivw 330 7w IR NT 770

?071pn VI 'Y

TV g
71D DINNA TIAY? 7'NNn%1 1arol YT NNLAR TIM%% AxXNY M D% Tvim at oy
UMD NYYYNI NN NN9Y7 "yny MY TNIMA 0'RNN DT 71701 .nwonn DI'oa

Ly tialUn

DT NIYAT
Windows N2'a01 N2V N'0'01 NJaN

N2IL NNT2 N'D0 N'72IX NN AR

NX'M NN nTvn / Tm'? nnw 12

7"n' 3 DIN'1'n oy nzronnn + 2"n' 3 DIN2'N DY D728 NNAA
NN7¥N2 NNRNN PT2N1 YN [I'RY Y7 W

AN N NN

.0TI "DV [I'0M IX YT,V X'77 Y'anv 'Y DA An'RNn 7Ydan
nI'nnimal 00 n73p%7 2%Y ANR AW NIX 1'w) DNAX
.J2"02 NN NNBYI NN T

Ll

N7 N1w D .0'f170n nwa ortpnn "aro nian nwrn” oy
Y NI D''RNINN n'7170nn TNXA
D'YUTIN 5-2 NIXK7 DDWNI 1A 'Tin'Yy
09:00-16:00 niywn 2 yiawa omyo 3 o'm"'pnn
D'wTIN 11-2 IX7 D'DWN1 2 TNt
17:30-21:30 niywn |2 yiawa D'y D'n'pnn

011N DIINA DTI'Y DN K

Certified Hands-on Cyber Security Specialist — Linux + Cyber | 3




Linux Essentials Syllabus

Subject:
Intro:
Introduction to Virtualization

Module 1:
Introduction to the Linux
Essentials 010-160 Exam

Module 2:
Introducing Open Source
Software

Module 3:
The Linux Operating System

Module 4:
Linux Distribution

Module 5:
Installing Linux

Module 6:
Installing Ubuntu

Module 7:
Configuring the Linux
Environment

Module 8:
Managing System Hardware
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Pre-Installation Steps
Min. System Requirements
Ubuntu Multipass

Using the Linux Essentials Path to Pass the
Exam

Introducing Linux

Why Linux?

Linux for Desktop

Open Source Licensing Models

Using the Linux Essentials Path to Pass the
Exam

Linux Distribution Families
Linux in Cloud

Linux for Cloud

Long-Term Support (LTS)

Introduction to Linux Installation
Installation-time Decisions
LVM Volume

Pre-Installation Steps
Min. System Requirements
Ubuntu Multipass

Introduction to the Linux Environment
Managing Linux Startup

The Linux File System Hierarchy Standard
Managing Linux Environments

CPU, PSU, Motherboard, RAM and Disks
Server vs. workstations

Managing Devices

Creating Virtual Addresses
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Linux Essentials Syllabus

Module 9:
Configuring the Linux Desktop
Experience

Module 10:
Working with the Linux Server

Module 11:
Working with Linux Command
Line Basics

Module 12:
Navigating the Linux File System

Module 13:
Linux Network Connectivity

Module 14:
Linux Scripting

Module 15:
Optimizing Linux Systems

Module 16:
Working with Users and Groups
in Linux

Module 17:
Securing Linux Server

Total Hours: 120
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Working with Linux Software Repositories
Exploring Linux Desktop Applications
Understanding Linux Desktops

Introduction to the Linux Server

Using Linux Containers

Installing and Working with Server Apps: Apache
Installing and Working with Server Apps: Nextcloud
Compiling Code in Linux

Using Linux Help Resources
The Linux Terminal
Linux Command Syntax Patterns and Shortcuts

Working with Files and Directories
Searching the Linux File System
Working with Archives

Linux Kernel Modules and Peripherals

Network Configuration
Domain Name System (DNS) Configuration
Remote Connections and Secure Shell (SSH)

A Simple Calculator Script
Working with Loops and Flow Controls

Monitoring System Resources
Managing System Processes
Managing Process Priorities

Understanding Linux Users and Groups
Administrating Users and Groups

Applying Object Permissions
Extending Object Usability
Hardening Servers

Data Encryption
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CHCSS Syllabus — Total Hours - 330

NETWORKING (60 Hours)

Subject Description Hours

Introduction to communication, types of equipment,
Introduction to network vP auip 5

0S| model, TCP/IP model
RJ45, Cables STP/UTP, Fiber optics, RS232, Serial,

Layer 1 . 5
Computer architecture

LAN,WAN, Ethernet, MAC addresses, static/dynamic

Layer 2 learning , unicast/broadcast/multicast, VLANSs, Spanning 5
tree

IPv4, Public address/Private address, Subnets, CIDR,
Layer 3 IPv6 , Decimal/Octal/Hex conversion , Network topology, 10
Proxy , Routing (Static/Dynamic protocols)

BGP, HTTP, HTTPS, Telnet, SSH, DNS, DHCP,

Layer 4 — Network Protocols 5
SNMP, SMTP, FTP

Layer 4 — Dynamic Routing BGP, OSPF, RIP, EIGRP 5

Basic configuration of Switches

and routers Working with packet tracer, Configure VLANS,

with the CLI Port mirroring, Trunk/Access, Routing on stick, 10
CLI commands, port security, Access lists, users,
logins, line VTY

Final Project Review+ Hands on Labs Project 15
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SIMULATING CYBER THREATS Certified Hands-on Cyber Security Specialist +Linux |6



CHCSS Syllabus - continue

SYSTEM (105 Hours)

Subject Description Hours

Introduction to Virtual

environment VMware\Hyper-v >
Introduction to Operating Windows 10 - Install And Configure 5
System
Workgroup \ Domain \ c
Troubleshoot
Installation
Server 2016 10
Roles & Features — Tools
Active Directory 5
Introduction
Active Directory Installation & Configure 5
Active Directory Users & . .
Computers Users \ Security Group \ OU Design 5
File Management NTFS\Share Permissions (Shadow Copy)
Registry + Group Policy
Password Policy / Auditing
Policy / Fine Grained 5
Password Policy / Security
Policy
Securing Windows Server
by Using Group Policy 5
Objects
Patch Management WSUS 5
Storage + Data transition ~ RAID Levels (openfiler) c
methods Data transitions methods + Audit
Windows Backup 5
Business continuity and DR BCD Methods 5
Cloud computing Office 365, Azure, AWS 5
Final Project (System) Review+ Hands-On Labs Project 20
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CHCSS Syllabus - continue

CYBER SECURITY (165 Hours)

Subject Description Hours
Working with Wireshark , NMAP, Type of sniffers, installation,
. . extracting credentials from network traffic, methods of
Network traffic Analyzing extracting files and objects from network traffic. Follow >
sessions, and filters and statistics
What is programming language, open new projectin
Working with Python pycharm, operators, basic \O commands, if else, 5
conditions, loops.
Introduction to KALI Linux Instal.lation, Linux's concept, working with the 15
Terminal, tools etc.
Reconnaissance Methods Google Hacking (with regex), Social Engineering 5
Infrastructure attacks UDP Flood, SYN Flood, DDOS, ARP poisoning, 5
ARP spoofing and MAC spoofing, MITM
Mitigation of Infrastructure Encryption, Digital Certificate, NAC, etc. 5
attacks
Password cracking and Cryptographic Hash functions, Brute Force, Rainbow 5
Mitigation tables, Password Hijacking
Application security - hacking Databases and SQL, SQL injection.
e . CSRF, Path Traversal, XSS, Session Hijacking, 20
and mitigation g )
Buffer Overflow, Privilege escalation
Exploits and Working with 5
Metasploit
From_Cyber-attack to Cyber Concept of cyber defense vs hacking etc. 5
security
End Point security EMMET (including DEP, ASLR, SEH), HIPS, DLP, AV, app-lockers 10
FW and ACL, IPS, NAC, Web Application Control,
Organization network VPN, DNS Sec, IPsec, Content Disarm and Reconstruction, 15
security Waterfalls, SIEM.
Information security and risk assessment standards.
Patch ma.n.agement and The process of risk management and vulnerability
vulnerability 5
assessment Assessment
. Concept, Create HD image and mem dump,
Forensics concepts ) . 5
Analyzing mem dump and HD image
Audit Concepts 5
. . Strings, exported and imported DLLs , hash, PE
Static and Dynamic malware
sis structure etc. 10
analy Using sandbox , Sysinternals and other basic tools
Data encryption and 10
authentication
Law and Ethics/ 10
Physical Security
Final exam Review + Hands-On Labs and simulator 20
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