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NETWORKING (20 Hours)

Subject Description Hours
Introduction to the Introduction to communication , types of equipment, c
Networks OSI model, TCP/IP model
Layer 1 RJ45 , Cables STP/UTP , Fiber optics, RS232, Serial , 5
Computer architecture
Layer 2 LAN,WAN , Ethernet, MAC addresses, static/dynamic
learning , unicast/broadcast/multicast, VLANSs, 5
Spanning tree
Layer 3 IPv4, Public address/Private address , Subnets, CIDR,
IPv6 , Decimal/Octal/Hex conversion , Network 5
topology, Proxy , Routing (Static/Dynamic protocols)
SYSTEM (120 Hours)
Subject Description Hours
Introduction to Virtual VMware\Hyper-V c
environment
Workgroup\ Domain\ Intro to Workgroups and Domains c

Troubleshoot
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Server 2012 R2 Installation 10
Roles & Features —Tools

Active Directory Introduction 5
File Management NTFS\Share Permissions (Shadow Copy) 5
Storage + Data transition RAID Levels (openfiler) c
methods Data transitions methods + Audit

Business continuity and DR BCD Methods 5
DNS+DHCP Intro to DNS + DHCP 5
MCSA 76740 preparation Exam Preparation 25
MCSA 76741 preparation Exam Preparation 25
MCSA 76742 preparation Exam Preparation 25

Total Hours: 140
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INTRODUCTION (5 Hours)

Subject Description Hours
Introduction to the What is the Cyber world, Players in the cyber world,
Cyber world Motivation, Pros and Cons,CIA triad,The life cycle of an 5

attack, Types of malwares,Basic concepts, etc.

NETWORKING (50 Hours)

Subject Description Hours
Introduction to Introduction to communication, types of equipment, 5
network OSI model, TCP/IP model

Layer 1 RJ45, Cables STP/UTP, Fiber optics, RS232, Serial, 5

Computer architecture

Layer 2 LAN,WAN , Ethernet, MAC addresses, static/dynamic
learning , unicast/broadcast/multicast, VLANs, Spanning tree

Layer3 IPv4, Public address/Private address , Subnets, CIDR, IPv6,
Decimal/Octal/Hex conversion , Network topology, Proxy , 10
Routing (Static/Dynamic protocols)

Layer 4¢ Network BGP, HTTP, HTTPS, Telnet, SSH, DNS, DHCP,
Protocols SNMP, SMTP, FTP
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Basic configuration Working with packet tracer, Configure VLANS,

of Switches and Port mirroring, Trunk/Access, Routing on stick, 10

routers CLI commands, port security, Access lists, users,

with the CLI logins , line VTY

Final Project Hands on Labs Project 10
SYSTEM (100 Hours)

Subject Description Hours

Introduction to Virtual VMware\Hyper-V c

environment

Introduction to Operating Windows 8.1/7/10 - Install And Configure c

System

Workgroup\ Domain\ c

Troubleshoot

Server 2012 R2 Installation 10

Roles & Features — Tools

Active Directory Introduction 5

Active Directory Installation & Configure - DCPROMO 5

Active Directory Users & Users \ Security Group \ OU Design c

Computers

File Management NTFS\Share Permissions (Shadow Copy) 5

Registry + Group Policy 5

Password Policy / Auditing
Policy / Fine Grained Password 5
Policy / Security Policy
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Securing Windows Server by

Using Group Policy Objects >

Patch Management WSUS 5

Storage + Data transition RAID Levels (openfiler) c

methods Data transitions methods + Audit

Windows Backup 5

Business continuity and DR BCD Methods 5

Cloud computing Office 365, Azure, AWS 5

Final Projec{System) Hands-On Labs Project 10
CYBER SECURITY (155 Hours)

Subject Description Hours

Network traffic Working with Wireshark , NMAP, Type of sniffers,

Analyzing installation, extracting credentials from network traffic, c

methods of extracting files and objects from network
traffic. Follow sessions, and filters and statistics

Working with Python What is programming language, open new project in
pycharm, operators, basic I\O commands, if else, 5
conditions, loops.

Introduction to KALI Installation, Linux's concept, working with the 15
Linux Terminal, tools etc.

Reconnaissance Google Hacking (with regex), Social Engineering 5
Methods

Infrastructure attacks UDP Flood, SYN Flood, DDOS, ARP poisoning, c

ARP spoofing and MAC spoofing, MITM
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Mitigation of Encryption, Digital Certificate, NAC, etc. 5

Infrastructure attacks

Password cracking and Cryptographic Hash functions, Brute Force, Rainbow c

Mitigation tables, Password Hijacking

Application security- Databases and SQL, SQL injection.

hacking and mitigation  CSRF, Path Traversal, XSS, Session Hijacking, 20
Buffer Overflow, Privilege escalation

Exploits and Working 5

with Metasploit

From Cybeiattack to Concept of cyber defense vs hacking etc. c

Cyber security

End Point security EMMET (including DEP, ASLR, SEH), HIPS, DLP, AV, app- 10
lockers

Organization network FW and ACL, IPS, NAC, Web Application Control,

security VPN, DNS Sec, IPsec, Content Disarm and 15
Reconstruction, Waterfalls, SIEM.
Information security and risk assessment standards.

Patch management The process of risk management and vulnerability

and vulnerability Assessment 5

assessment

Forensics concepts Concept, Create HD image and mem dump, 5
Analyzing mem dump and HD image

Audit Concepts 5

Static and Dynamic Strings, exported and imported DLLs, hash, PE

malware analysis structure etc. 10
Using sandbox , Sysinternals and other basic tools

Dataencryption and

. o 10
authentication
Law and Ethids 10

Physical Security
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Final exam Hands-On Labs and simulator 10

Total Hours: 310
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